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1. TecroBoe 3aaunue | ypoBHA

1.1. Bonpockl TeCTOBOTO 3aJaHuA

1.

3.

Kakue cpeacTBa HCNOJB3yeTcsl HAa HHXKEHEPHBIX H TEeXHHYECKHX
MEepPONpPHSITHAX B 3aLHTe HHpOpMaUuU:
A) anmapatHeie
b) kpunrorpaduyeckue
B) dbuznueckue
Kakasi kaTeropusi siBjisieTcsi HauGo/iee pHCKOBaHHOM /1 KOMIAaHHH C
TOYKH 3pEHHSi BEpPOSiTHOI0O  MOIUEHHHYeCTBA H  HapyIIeHHsA
Oe3omacHOCTH?

A) CotpynHuku

b) Xaxkepsr

B) Atakyroniue

I') KontparenTs! (Jiuna, paborarolye 1o JoroBopy)

Kpunrorpajduyeckune cpeacTsa — 3T0...

A) cpencTBa crieliianbHBEIe MaTeMaTHYeCKUe U allOPUTMHYECKHE CPENICTBA
3alUTEl UHQOpPMAIUK, IlepedaBaeMble II0 CETAM CBA3H, XPaHUMOW M
obOpabaTbiBaeMOf Ha  KOMITBIOTEpaxX C  HCIONB30BaHHEM  METOJOB
U (ppoBaHH

B) chneumanbHBle TPOTPaMMBI M CHCTEMBI 3alllUTBl HHPOPMALKMU B
UHGMOOPMAITHOHHBIX CUCTEMAX PA3IMYHOI0 HasHAuYCHHUs

B) MexaHu3M, MO3BOJLIOIIMM IIONyYWTh HOBBIM KJIacC HAa OCHOBE

CYILECTBYIOIIETO

OcHoBHBIE cOocTABJAIOIMAE HHPOPMALHOHHOH 6€30[1aCHOCTH:
A) IIeJIOCTHOCTH

b) mocroBepHOCTH

B) xoH(UAEHIHANTEHOCTD

IpoaomkuTeIbHOCTH pabovedl HexeaH 1/ NMOJPOCTKOB B Bospacre 16-
18 jsieT He J0JIZKHA NPEBBIIATD:

A) 18 qacoB

B) 24 4aca

B) 36 yacos

I 40 gacoB

¥Yrposa —3710...

A) TOTeHIHaIbHAs BO3MOXXHOCTBH OIpENe/IeHHbBIM 00pa3oM HapyIHTh
HH(OPMAIMOHHYIO 0€30I1aCHOCTE

B) cucremMa IpOrpaMMHBIX SA3BIKOBBIX OPraHW3allMOHHBIX M TEXHHYECKHX
CPEnCTB, IIpeIHA3HAYEHHBIX [UI1 HAaKOIUIEHMs W  KOJUIEKTHBHOTO
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UCIIOJIb30BaHUs TaHHBIX
B) mpomnecc ompeneneHHs OTBedaeT Ha TeKyIlee COCTOSHHE paspaboTKU
TpeOOBaHHUsIM JaHHOTO ATara

7. MCTOYHHK yIrpo3bl — 3TO..
A) IOTeHIIMATBHEIN 310yMBIIUIEHHUK
b) 3noyMeIieHHUK
B) HeT npaBUIIBHOTO OTBET

8. K undopmanuu orpaHH4eHHOr0 JOCTYIa He OTHOCHTCS
A) rocymapcTBeHHas TaliHa
b) pasmep 30s10TOr0 3amaca cTpaHbl
B) nepcoHanbHBIE JaHHBIE
I') kommepueckas TaliHa

9. IIpaBoBoe obecnieuenne 6e30MACHOCTH HH(POPMALHH — 3TO...

A) cucTeMa MpPOTPaMMHBIX SI3BIKOBBIX OPraHU3al[MOHHBIX M TEXHHYECKUX
CpeINCTB, IpeJHAa3Ha4YEHHBIX JUI1 HaKOIUIEHHMS M  KOJIJIEKTUBHOIO
VCIIOJIB30BaHMsI JaHHBIX

B)cOBOKymHOCTE ~ 3aKOHOIATENIBHBIX ~ aKTOB,  HOPMAaTHMBHO-IIPABOBEIX
IIOKYMEHTOB, PYKOBOJICTB, TpeOOBaHMI, KOTOpEIe 005S3aTENbHBl B CHCTEME
3aIIUTHI uHbOpMAITHH
B) Her mpaBuIBHOIO OTBETA

10.CucreMa 3aIlIHTHI FOCYIaPCTBEHHBIX CEKPETOB oMnpeaenseTca 3aKOHOM
A) "O6 undopmaiuy, HHGOPMATU3ALMH U 3all[UTe UH(PopMarun"
B) "O6 opranax ®Ch"
B) "O rocynapcrBeHHoi Taline'
I') "O 6e3omacHOCTH"

11.3amuTa HHpOPMALHH — ITO..
A)  KOMIUIEKC  MEpONpHATHH, HaIpaBIeHHBIX Ha  obecliedeHue
HHGOPMAaIMOHHON Oe30TIacCHOCTH.
B) mpouecc pa3paboTku CTPyKTyphl 0a3bl [JaHHBIX B COOTBETCTBHH C
TpeOOoBaHUIMHU I10JIB30BaTeNeH
B) HeGonbImas mporpamma JI71s BEIOTHEHUS ONIpeIeIeHHOH 3a0adn

12.0T1 4yero 3aBucuT HHGOPMALHOHHAS (6e30MaCHOCTD?
A) 0T KOMIIBIOTEPOB
b) ot mopaepxuBarolieid HHPPaCTPyKTYPEI
B) ot uapopmanuu

13.971o0 npeacrasisiet codoii crangapt ISO/IEC 277997
A) CTaHaapT no 3amETe NePCOHAJbHbBIX JaHHBIX 0 3J0POBbLE
B) Hosas Bepcus BS 17799
B) Onpenenenwus nis HoBoi cepuu ISO 27000
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') Hosas Bepcust NIST 800-60

14.Y10 oTHOCUTCH K rocyiapcTBeHHON TaliHe?
A) cBelleHHs, 3allMLIaeMble IOCYIapCTBOM B 00JIaCTH BOSHHOIM,
SKOHOMHYECKOH ... IEeSITEIbHOCTH
B) noxymeHTHpoBaHHas HHOOPMAIHI
B) HeT npaBuibHOTO OTBETA

15.K opraHu3anHoHHO - aIMHHHCTPaTHBHOMY oOecrie4eHHI0 HHGoOpManHH
OTHOCHTCSH:
A) B3aMMOOTHOILIEHUS UCIIOJIHUTEIIEH
b) nogbop nepconana
B) pernamenTalys IpoOM3BOACTBEHHON NeATEIbHOCTH

16.0cHoBomoIarawinue JAOKYMEHTHI [Jsi o0ecredyeHHs 0e30lMacHOCTH
BHYTPH OpraHH3alHu:
A) TpyZI0BOIi JOrOBOP COTPYAHHUKOB
bB) nomxHOCTHEIE 00513aHHOCTH PYKOBOAUTEICH
B) KoneKTUBHEIN JOTOBOP

17. AkTHBHBIN nepexBaT HHGOPMALHH 3TO MepPexXBaT, KOTOPbIH:

A) 3aKimouaeTcss B YCTAHOBKE IIOJCIYLIMBAIOIIEr0 YCTPOMCTBA B
anrapaTypy CpelcTB 00paboTKH HHPpOpMalLUH;

b) nenpasomMepHO HCIIONB3YET TEXHOJIOTHYECKHE OTXOIBI
HHGOPMAIIMOHHOTO IIpoliecca;

B) ocyiiecTBiseTCs MyTeM HCIOIb30BaHUA ONITHYECKON TEXHUKHY;

') ocymecTBuseTcs B IIOMOILIBIO MTOAKITIOUEeHUS K
TeIeKOMMYHHUKAIIHOHHOMY 000py/10BaHHIO KOMIIBIOTEPA.

18. CumBoJIbI H(PPYEMOro TeKcTa MepeMelaloTcss MO onpefeaeHHbIM
npaBHJaM BHYTPH mindpyemMoro 6;10Ka 3TOro TeKeTa, 3T0 METOA:

A) raMMHUpOBaHHUS;

b) noxcraHoBKY;

B) xomgupoBaHus;

I') nepecraHOBKH;

19. YUto npeacrasJsietr coboit crangapt ISO/IEC 27799?
A) Ctangapt 110 3alMTe TePCOHAIBHBIX JaHHBIX O 310POBLE
B) Hogas Bepcus BS 17799
B) Onpenenernns ms HoBo# cepun [SO 27000
I') Hosas Bepcus NIST 800-60

20. Kakasi uHpopManus NOJJIEKHT 3amuTe?
A) uadopmanys, HUPKYJIUPYIOIIast B CHCTEMAaX U CETIX CBS3H
b) 3adukcupoBaHHas Ha MaTepHalbHOM HOcHUTelne HHpopMmanus C

PEKBH3HUTAMH,



B) m03BOJSIOIUMHE €e HIeHTHQHIINPOBATh

') Tompko uHbopMaIus, COCTaBJISIOIIAs rOCyJapCTBEHHEIE
HH(OPMAI[HOHHBIE PECYPCHI

J1) mobast moKyMeHTHpOBaHHAas WHGOpMalus, HellpaBoMepHoe oOpaleHue
C KOTOpOH MOXKeT HaHecTH ymepOd ee COOCTBEHHWKY, BIaAeiblly,
I0JIE30BATEII0 U HHOMY JIULLY

21. K nadopmanuu orpaHH4eHHOI0 JOCTYNa HE OTHOCHTCH
A) rocynapcTBeHHas TaliHa
B) pa3smep 30510TOr0 3amaca CTpPaHEI
B) nepcoHanbHEIE TaHHBIE
I') xoMmMepueckas TaiiHa

22. K rocyiapcTBeHHOH TalHe OTHOCHTCH...
A) wHbOpMAaIHA B BOGHHOH 001acTH
b) uadopmalius O BHENIHENOJWTHYECKOM M BHEIIHE3KOHOMHYECKOH
JeATeNbHOCTU IoCcyAapcTBa
B) undopmanus B 061acTH 3KOHOMHUKH, HAYKH U TEXHHKH M CBEIEHHA B
00J1acTH pa3BeAbIBATEIIFHOM U OIEPATUBHO-PO3BICKHOU A€ TEIBHOCTH
I') Bce BEIIIIe EPEUUCIECHHOE

23. IlpeaenbHbIii CpPOK IepecMOTpPa paHee YCTAHOBJEHHBIX TIpH(OB
CEKPETHOCTH COCTaBJSET

A) 5 ner

b) 1 roxn

B) 10 ner

IN) 15 ner

24. Illu¢ppoBanue nHGOPMALHH 3TO

A) Ilporecc ee mpeoOpa3oBaHus, IPU KOTOPOM COJEpKaHHe HH(DOPMALUH
CTAHOBHTCS HEMOHATHBIM [UIsI He O0JaJaroliX COOTBETCTBYIOIIMMH
TIOJTHOMOYHSIMU CYOBEKTOB

B) Ilporuecc mpeobpa3oBanus, IpH KOTOPOM HH(DOPMALIKA YAAIAETCA

B) INponecc ee mpeobpa3oBaHus, IPU KOTOPOM COAEpXKaHHE HHGMOpMAIHH
WU3MEHSIETCS Ha JIOXKHYIO

I') IIpolecc ~ mpeoOpazoBaHKMA  HHGOpPMAMKM B  MAIIMHHBIA KO

25.Y10 Mcnosb3yeTces 1S co3AaHuA NH(PoBoi moanucu?
A) 3aKpBIThIA KITH0Y [TOJTy4aTesis
B) OTKpEITEI KIFOY OTIIPABUTEILS
B) 3akpreIThIi KITH0Y OTIIPABUTENS
I") OTKpBITEI KIIFOY IOTy4aTels

26.KT0 y4acTBOBaJ B pa3paboTKe NepBOro ajrOpuTMa ¢ OTKPBLITHIMH

KJI4YaMH?
A) Anu llamup



b) Pocc Annepcon
B) bptoc 1Inaiiep
I') Maptun Xennman

27.11epeuncianTe cocTaB cJayK0bl HH)OPMaLHOHHOI 0€30MacHOCTH.
Bribepute HECKOIBKO U3 6 BAPUAHTOB OTBETA:
A) PykoBoautens ciryK0b1
b) OnepaunoHHbIi 0THEN
B) HccnenoBaTenbeKuil oTaen
[') Metogudeckuii oTaen
J1) Otnen o0meHus ¢ Ipeccoi
E) Orzpen 6yxranrepun
28.....B annapaTHoM o0eclie4eHHH -3TO YCTPOHCTBO, KOTOpPO€ BLINOJHSET
HEKOTOpble HEAOKYMeHTHPOBaHHbIe (YHKIHH, O6GbIYHO B YymIep6
MOJIb30BaTENI0 JaHHOH HHPOPMALIHOHHON CHCTEMBI.

3anuuume omeem:

29.... - uaelHbIH Oopel 3a ¢cB000Y HHOpPMalHH, BTOPraloIIHHiCcH B YyKHe
CHCTeMbl B OCHOBHOM H3 HHTepeca, 0e3 mnpsiMoili MaTepHaIbHOH
3aHHTEePEeCOBAHHOCTH.

3anuwume omsem.

30.Tunsl JaHHBIX B 3JIeKTPOHHBIX Tabauuax MS Excel —3To0...
A) Texct, uncno u popmyna

b) Texkcr u uucio

B) KomnctanTsl, GopMyIbl 1 OIUOKH

[') Ywucno u dopmyna

31.AKTHBHBI ONTHKO-3JIEKTPOHHBIH H3BelATe/Ib IPeJHA3HAYEH JJIA:
A) oOHapyXeHUsI TPOHUKHOBEHHS Yepes3 IBEpH U OKHA

b) obHapyxeHus pa3OUTUA OKOH

B) o6Guapyxenus ucrounnka VK usmydenus

[") obHapyxeHHA BOSHUKHOBEHHS 38 (bIMIICHHS

32.K cpeAcTBaM obecnieueHHs 3alIHTbI UHpOpMaALHH no
PaHO3JIEKTPOHHOMY KaHaJIy yTe4KH HHGOpMAallHH OTHOCHTCH:
A) mymomep

b) Tennosu3op
B) MynsTHMETP
I') meTexTOp H3ITy4eHUH

33.YcTaHOBHTE COOTBETCTBHE MeXKIYy BHIOM 000pyAOBaHHA H ero
H300paKkeHHeM:



1 Potopnas nmoiypocToBasi BepTyLIKa

2 TypHuker THnIa KMETPO»

3 Potopnas TTOHOTIpOGUITbHAS

BEpTYILKa

4 Kamutka

5 Tpumox

34, YcTaHOBHTE COOTBETCTBHE MEKAY MOHATHAMH H HX ONpeaAeJIeHHAMH.

1 KoH}puneHIHANEHOCTD

2 IlemocTHOCTH

3 JlocTymHOCTE

A) Bo3MOXHOCTE 03HAaKOMUTBbCA C HH(pOpMalmen
HMEIOT B CBOEM PacCIOPsDKEHUH TOJNBKO Te JIMIA,

KTO BIIAZIEET COOTBETCTBYIOIIIUMH
MIOJTHOMOYHSIMH.
b) Bo3amoxHOCTE BHECTH A3MEHEHUE B

HHGOPMALIAIO JTODKHEI UMETh TOJBKO T€ JIHIIA,
KTO Ha 3TO YIIOJHOMOYEH.

B) Bo3Mo)XHOCTh IOTy4eHHMs aBTOPU30BAHHOIO
gocTyma K UHGOpPMAalMd  CO  CTOPOHEI
YOOIHOMOYCHHBIX JIHII B COOTB@TCTBYIOHJ,Hﬁ
CaHKIMOHUPOBaHHbIM [Uis pabOTBl  IEpHOL
BPEMEHH.

9



4 Vwyer

IMPpOaHAIIM3HPOBAHEI.

35. YcraHOBHTE COOTBETCTBHE MEXAY BHAOM TaiHbI H HHGPOPMALHOHHBLIM

aKTHBOM

Bup taiiHEI HNudbopmaliioHHbIi akTHB

1. T'ocymapcTBeHHas A) CsepieHus 0 3aracax
CTpaTerU4eCKUX PECYPCOB

2. Kommepueckas b) Ceenenus 00 obopote
[IpEANPUATHUS

3. CiyxeOHas B) basb! [aHHEIX TEHCHOHHOTO (hOHIa
rpaxaaH

4. TIpodeccroHanbHas I') CBeneHus o perucrpaiuy CIeoK
C HEJBHKUMOCTBIO

5. TlepconanbHbIe J1) buometpuueckue JaHHbIE

JaHHEIE rpakaaH

36. YcTaHoBHTE COOTBETCTBHE MEKAY TEPMHHOM H ONlpe/ie/IeHHeM:

1. Cranpaprusaims A) Hayxa 006 usMepeHusx, METOax U
cpeactBax  obecmeueHHs ~— uX
€MHCTBRA

2. Mertpomnorus b) JledrensHOCTH, HallpaBIE€HHas Ha

pa3paboTKy H  YCTaHOBJIECHHE
TpeOOBaHUN, HOPM, IIPABUI

3. Cepruduxamus B) ®opma IO TBEPIKACHHS

COOTBETCTBHUS 00BEKTOB
BBIIBUHYTHIM TpeOOBaHUAM

37.Kak 4acTo nNpoBOJMTCS NOBTOPHbIH HHCTPYKTaK?
A) ExeromHo
b) OmuH pa3s B [Ba rojga
B) He pexe ogHOro pasa B IIECTE MECSIIEB

38.1IpaBoBoe oGecnevyeHHe 6e30MaCHOCTH HHPOPMANHH TEJTHTCS:
A) MeXIyHapOIHO-IIPABOBEIE HOPMEL
b) HallMOHAIBHO-IIPaBOBBIE HOPMEI
B) Bce OTBETHI IPaBUIILHEIE

39.0 yem paboTHHK 0053aH HeMeJIEHHO H3BECTHTh CBOEro PyKOBOAUTEIs?
A) O moboii CHTyaluy YIPOXKarOIIei U3HH U 3[J0POBBI0 pabOTHHKA
B) O KaXJ0M HEeCUACTHOM CiIydae IIPUIIeIIHM Ha IPOU3BOICTBE
B) O6 yXy/IIIEHHH COCTOSHHSA CBOETO 3I0POBbBS
I) 060 BceM BBILIENEPEYHCIIEHHOM
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UM B paMKaxX, KOHTPOJHPYEMEIX CHCTEMOI1
6e301acHOCTH, AOKHBI OBITH 3aHKCHPOBAHEL U



40.IIporpamMMHBIe cpecTBa — 3TO... .
A) crernuangbHBIE IPOTPAMMEI X CUCTEMBI 3aIIUThI HHQOPMAIUH B
HH(GOPMAaLHOHHBIX CHCTEMAaX pa3IHdHOr0 Ha3HAYEeHUs
B) ctpykTypa, onpeaesnionias nociIeA0BaTeIbHOCTE BEIITOJIHEHUS U
B3aHMOCBS3H IIPOIIECCOB, NEHCTBUM U 3a/1a4 Ha IPOTSIKEHUH BCETO
YKU3HEHHOTO ITUKIIa
B) Mopmens 3HaHMH B hopme rpada B OCHOBE TaKHUX MOJENIEH JIEXUT UAEs O
TOM, 4TO J1I000€ BRIpaKEHUE U3 3HAUECHUH MOJKHO IIPEJCTaBUTE B BHJIE
COBOKYITHOCTH OOBEKTOB H CBA3H MEKIY HUMHU

1.1. OrBeThI HA BONPOCHI TECTOBOIO 3aJ4aHuA

Ne Bompoca Ortger IGCOH_BO Ne Bonpoca OTtBer IRai-H0
aJioB OamtoB

1 A,b.B 0,1 21 b 0,1

2 A 0,1 22 r 0,1

3 A 0,1 23 A 0,1

4 A,B.B 0,1 24 A 0,1

5 B 0,1 25 B 0,1

6 A 0,1 26 I 0,1

7 A 0,1 27 AB.B,I" 0,1

8 b 0,1 28 3AKJIAJTIKA 0,2

9 b 0,1 29 XAKEP 0,2

10 B 0,1 30 A 0,1

11 A 1 31 A 0,1

12 Ab 0,1 32 A 0,1

13 A 0,1 33 1B, 24, 3L, 44, 0,3

5b

14 A 0,1 34 1A, 2B, 3B, 4T’ 0,3

15 A.B,B 0,1 35 14, ZBS’ I?Er’ 8, 0,3

16 ABB 0,1 36 1B, 2A, 3B 0,3

17 AB,B,I’ 0,1 37 B 0,1

18 I 0,1 38 B 0,1

19 A 0,1 39 r 0,1

20 Jil| 0,1 40 A 0,1

| IMaKcumam;HTIﬁ oara—5 6a|.m1013 |
1.2. CTpyKTypa OL€HKY TeCTOBOI'O 3aaHHA
CriermanbHOCTh | Hammenosanue TeMbl | Bompoc ¢ Bompoc ¢ Bompoc Ha Bompoc Ha
BOIIPOCOB BBIOOPOM OTBETA - | OTKPBHITOHM QOpPMOH | yCTaHOBIECHHE YCTaHOBJIEHHE
0,1 6amnm; otBeta - 0,2 cooTeeTcTBHA - 0,3 | mpaBHIBHOH
banna; famia; 0CIeI0BaTeNBHOC
TH - 0,4 6ama.
10.02.01 (OI106) | 6. OcHOBBI
HHpopmMaLHOHHOH

10.02.02 (OI105) | GesomacHOCTH 0,1 0,2 0,3 0,4
10.02.03 (OI101)
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1.3. Bs1adK OTBETOB Ha BONPOCHl TECTOBOI'C 3a4aHHs

Ne Bompoca Otret Kon-Bo Ne Bompoca OtBer Kon-Bo
faioB OaynoB
1 21
2 22
3 23
4 24
3 25
6 26
7 27
8 28
9 29
10 30
11 31
12 32
13 33
14 34
15 35
16 36
17 37
18 38
19 39
20 40

Ha6pannoe koji4ecTBO 02/1710B:




2. [IpakTryeckue 3ajgauus [ ypoBHA

2.1. llepeBop npodeccMOHa/IBHOTO TEKCTA
3ananue: Read and translate the following text

What is WPA?

WPA, or Wi-Fi Protected Access, is a Wi-Fi standard that was designed to improve the security features of WEP (Wired
Equivalent Privacy).

The 2 major improvements over WEP:
» Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys
using a hashing algorithm and, by adding an integrity-checking feature, ensures that the keys haven't

been tampered with. WPA2 is based on 802.11i and uses Advanced Encryption Standard (AES) instead
of TKIP.

» User authentication, which is generally missing in WEP, through the extensible authentication protocol
(EAP). WEP regulates access to a wireless network based on a computer's hardware-specific MAC

address, which is relatively simple to be sniffed out and stolen. EAP is built on a more secure public-key
encryption system to ensure that only authorized network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric
password between 8 and 63 characters long. The password can include symbols (1?*&_) and spaces. This key must
be the exact same key entered on your wireless router or access point.

WPA/WPA2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is builton a
more secure public key encryption system to ensure that only authorized network users can access the network.

Try to answer the questions

1. What protocol provides access to the network for authorized users only?
2. What Wi-Fi standard was designed to improve WEP security features?
3. What WPA protocol is used to encrypt data using a hashing algorithm?

2.2. KpuTepuu oleHHBaHUA 3aJaHUs N0 NepeBoy NpodecCHOHA/IbHOIO

TeKCcTa
Ouenka 3a BeIIOJIHEHAE (MakcuManbHbIH 6am1 — 10)
Kauvecteo | I'pamoTHOCTB
No Kon . p I'mybuHa noHUMaHHuA CymMapHas
IIHCBMEHHOH | mepeBofa -0-
/Tl | y4aCTHHKA tekcTa — 0-5 Gamnna. OLleHKa B Oarax

peun — 0-3 2 Oamos.
HasoB
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2:3. Hpax‘rnqecxoe 3aidaHKe 110 Opradu3anyiyu paﬁonﬂ KOMJIEKTHUEBA

Texct 3amanus:

HpOGKT 0 CO3JaHHK CHCTEMBI

obecriedyeHHss HHQOPMANHOHHOH Oe30macHOCTH  JUId

OpraHu3alfi COCTOUT U3 pAa 3TaIloB. ‘DpaI‘MCHT IIPOEKTa IIPEJICTaBJICH B Tabmane u COIOCPIKHUT
HaWMCHOBaHHE 3TallOB, MNPOJIOJIKHUTEIIEHOCTE B pa6oqﬁx Hacax IIPpH BBIIIOIHCHHH pa6OTI:I
COTPYAHHKaMH, KaJICHAAPHBIE CPOKH H ITOCIICA0BATEIIbHOCTD 3TAIIOB.

Ne | Hasmanwe zamaun | Cnemmanuct | JiiutensHocts | Kanenmapue!r | Komwuects Omnucanne

IL. 4acoB € CPOKH, 1aTa 0 3aBUCHMOCTH

i} Hayasa — Hepaboyux

JaTra JHEH 3a
OKOHYaHHA TIepHO
sTana

1 | IlpeanpoextHoe | Cnemmanucr 160 -
oOclenoBanue Wb

2 | ©@opmuporanue | CrenuamucT 72 Haunnaercs
TpeboBaHHiT Wb nocine 1
K CHCTEME

3 O6cyxnenue CrenuammcT 88 HaunnaaeTcs
u cornacosanue | Mb nociue 2
TEXHUYECKHX
pEIICHHH

4 | IlpoBenenue Texuux 237 Haunnaetcs
MOHTaXXHBIX nociue 3
pabot [IpoBomuTcs

napajulelibH
oc5

5 | IlpoBenenue Texuux 120 [IpoBomuTCs
IIyCcKOHaNIaI04H napajuieNnbH
bIX paboT oc4

6 | [IpoBenenue Croenuamucr 80 Hauunaercs
npensapurense | b mocie 5
bIX HCIBITaHHH Texaux

Ha BEIIOTHEHHH KaXKIOTO 3Tala 3a/1eiCTBOBAHEI COTPYIHUKH, (GparMeHT IIEPEYHs KOTOPHIX C
pacipeaeneHUeM II0 3Tanam IpecTaBleH B TaOIHIeE.

Jlna Bemonuerns pabot npusiedens! 2 crienuanucta Mb u 3 Texauka.

Jara nagana pabot 01.04.2019 1.

PaCIIpCJIeJIHTIJ CIICITHAIIHCTOB C Y4€TOM CPOKOB IIPOBEACHHA KaXXA0T0 3Talla, BBIXOIHBIX H

npearpa3 HH9HBIX JHEH.

ITpomomKUTENEHOCTE O4HOTO pabodero MHS COCTARISET 8 HACOB, KAXKIKIH COTPYIHUK 3aHAT

MOJTHBIH pabouuil 1eHb.

OmpesieiTh JaTy OKOHYaHHUs paboT.
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2.4. KpuTepuu oneHUBaHKA 3aJlaHUA 10 OpraHyu3anuu paGoThl KOJIEKTUBA

CymmapHas
OLIEHKA B
Gannax

iTpadrbie Gams!

qoreg (|
JAHMW — Uheres KHHomad
QHELOLADLO OI9LOOHLO] |

80U1eQ G
DAHHIW — Uhees auHamad
20oH9IrHgedU SOHRHLOBh

4011eg § IAHHW —
xeLonoed g HiooHmadIon
QI9HHI9ILIMAD

BIrRQ 7 OAHUW —
xeronoed g nroonmad.onn

QITHHOELISMIADSH

=

mw

g8

[+]

=

50

= olo|lo|la|lo|lalo
et | o | oy | o | p— | o |

[~}

g

= =

S B

o

o B

=B — | |en | [ o=~
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3. 3aganue Il ypoBHA

3.1. 3aganue UHBAPUAHTHOM yacTH «[locTpoeHue MOAE/H YTPO3»

B UCTI/Is memununacKo#l snabopatopuu ecth ase BJl, B mepBoit 3ammcaHa KOHTAKTHAS
nHpOpManyi 0 KIMEHTE, a TaKke YHUKATBHBIH HOMEp aHau3a, BO BTOPOH 0ase - YHHKaIbHBIN
HOMEDP B COOTBETCTBYIOIIUH eMy Pe3ylIbTaT aHaIH3a.

Jlaboparopus MMeeT HECKOJIBKO MYHKTOB IpHeMa aHaM30B B paMKax ropoja M OJIHY
nabopaTopHio, TIJIe HENOCPEICTBEHHO IPOBOAHTCS caMm aHanm3. Jloctym B 6asy ectb y
aIMHHHECTPATUBHOIO MEPCOHATA IIYHKTOB IIPHEMAa aHAIM30B, KOTOPHIE BCTPEYAIOT KIMEHTOB U
cobuparot HHGOPMAIIHIO H OIIaTy OT HHX, a TAKXKE Y aIMHHUACTPATOPOB, KOTOPHIE 3allHCHIBAIOT
Pe3y/bTaThl aHAIM30B B 0a3y.

Cama BJ] uaxomuTcs Ha (H3MYECKOM cepBepe 0Oa3 JaHHBIX, KpPOME 3TOTO CEpBREp
MPHIOKEHUH Taloke TpescTaBnseT w3 ceba ¢usmdeckmi cepsep. CepBepa pacIONOKEHBI B
CEPBEPHOM TIOMEIIEHHH aIMHHHCTPATUBHOTO KOpITyca 1adopaToOpHy H HaXOAUTCS TaM XKe, TIe U
npoBoasTcs wcciaenoBaHus. [lomezoBatenu mnoxakmouatrotes k MCII[lH B TepmMHHAIBHOM
pEKHME.

HeobxoumM0 MOCTPOHTL MOJENb YIpO3 IEPCOHANBHBIX MAHHBIX, PACCMOTPEB 7 YIPO3
pasHoro THa, 000CHOBaTh Bee BepOalbHBIE SKCIIEPTHBIE OLEHKH, KOTOpPhIe OYAYyT daHBI B XO/€
MOJIC/THPOBAHUS YIPO3.

BenomorarensHblii MaTepual

Tatnuya 1 — Iokazamenu ucxoonot 3awuugenrocmu HCI/[H

TexnugecKkHe H IKCILTyaTAllHOHHBIE YpoBeHb 3aNIHIEeHHOCTH
xapakTepucTaka UCI/Tn Bruicokuii Cpennuii Huskui
1. I[To meppumopuansHoMy pasmeueruo;
pacrpeencHHasd HCILs, KOTOpas] — - +

OXBaTBIBAET HECKOJBKO obnacteldf, Kpaes,
OKpYTOB HJIH FOCYAapPCTBO B LIEIOM;
ropoxckas MCII[lH, oxBaTblBarollas HeE - - +
Oolee  OOHOTO  HACEIEHHOIO  ITYHKTA
(ropopa, mocenka);

KopropartiBHas pacnpenenennas HCII/Ia, — + =
OXBATBIBAIOMIAasd MHOTHE IOApa3felleHHs)|
OJIHOH OpraHu3aliy;
TTOKaJIbHAS (kaMmITycHas) HUCIIH, - + =
pasBepHyTas B IHpefenax HECKOIbKHX]
OIM3KO PACIIONOKEHHBIX 3aHHH;
mokaneHas ~ MCIIITH, passepHyras B + - -
Mpeeax OJHOr0 3MaHHs

2. [lo Haiuyuio CcoeouHeHus ¢ cemsamu
06O1e2c0 NONBL30BAHUA:

MCIT/Ix, uMerolnas MHOIOTOYEYHEIH BBIXO/] = = +
B CETh 00OIIEro MOJIB30BAHMUS;

MCII/TH, uMeromast OTHOTOYEYHEIH BEIXOM B - + -
CeTh OOIIEro MoJIb30BaHus;

MCIIIn, ¢u3udgecku OTHENEHHas OT CETH + == =
00IIIer0 MOMBE30BAHUS

3. Ilo BCMPOEHHBIM (nezanvHvim)

onepayuam ¢ sanucamu 6a3 NepcoHaNbHbBIX]

OanHblX!
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Texuungeckue H JKCILIyaTallHOHHBIE

YpoBeHb 3aMUIMEHHOCTH

xapakTepucTuku HCIT/{n

Bricoxuit

Cpenunii

Huszxnit

UTEHHUE, IIOUCK;
3aIuch, yaneHue, COpTHPOBKA,;
MonHHKallUg, epenada

_|.

+

+

4.Ilo  pazepanuyenuro docmyna K
nepcoHanbHbIM OGHHBLM.

MCI[[IH, K KOTOpOH HMEIT JIOCTYI]
OTpe/ieNleHHble  NEPeYHEM  COTPYAHHKHY]
OpraHH3alyH, SBIIOLIEHCS BIAJENIBIEM
MCITInr, mabo cyonsekt I1]1H;

MCII/IH, ¥ KOTOpOH HMEIOT IOCTYIl BCE
COTPYIHHUKH OpraHu3alliH, SBILIIOINEHCH]
BranenbieM MCITIH;

M CII/IH ¢ OTKPBITBIM IOCTYIIOM

5. Ilo Hanuuuto coedunenuii ¢ Opy2uMuj
bazamu IT/TH unvix HCII{n:

uuTerpupoBanHas VCII[la (opraHu3anus
HCIoabp3yeT Heckonbko 6a3 [I/la MCII/IH,
MpPH 3TOM OpraHU3alus HE SBIIETCS]
BJIAJIEIBIIEM BCEX HCIOMB3YeMbIx 0a3 [1/1H);
\I/ICHI[H, B  KOTOpPOH  HCHOJIB3YETCSH
oqHa  Oasza  [I/le, mnpuHaIeKalas
oprau3anuy — Braanensiy gagaod MCIIIn

6. ITo yposHio obobujerus (0be3nudusanus)
UI/TH:

MCIIJs, B KOTOpOH IIpenoCTaBiIsgeMbIE
TIOJIE30BATEIO JTaHHBIC SBIISIOTCS]
00e3THUEeHHBIME (Ha YPOBHE OpTaHM3allHH,
oTpacii, 00IacTH, perHoHa H T..L.);

MCITIH, B KOTOPOH JAaHHBIE
00e3THUMBAIOTCS TOJNBKO IpH Iepenade B
Npyrue opraHu3aliy i He 00€3IMYeHB! IIPH
MPeI0CTaBICHUN TI0JIF30BATEIIO B
OpraHu3allyy;

MCIT[lz, B KOTOpPOH IpPeOCTaBIIICMBIC
[IOJIE30BATENI0  JaHHBIE HE  ABJIAIOTCS
00e3THYeHHBIMH (1.6 MPHCYTCTBYET)
mH(OpMAaIHs, II03BOJIAIOLIAS
mnentadunuposats cyorexra I1/1m)

7. Ilo obvemy 1][H, Komopule,
npeoocmasiiomes CMOPOHHUM,
nonb306amenam HCIIH bes
npedsapumensvroil 06pabomKu:

MCIIn, mnpemocraBisiomas Bco 0asy)
manubex ¢ [10m;

M CIIIn, npenoctasisromas 9acTs I1/1H;
MCIIla, He NpenoCTaBIAIONIas HHUKaKOH

MHGOpMAaIHH.
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COOTBETCTBHE CTENEHH HCXOIHOH 3aIIUIIEHHOCTH H YHCIIOBOrO KOB(lJ(bI/IHHGHTaI

0 — 114 BBICOKOH CTeleHH HCXOMHOM 3aIHUIEHHOCTH,
5 — 18 CpeHeH CTeNeHH HCXO0MHOM 3alUIeHHOCTH;
10 — 11 HU3KOH CTENEHH HCXOTHOM 3alIHIIeHHOCTH.

BepbansHas HHTEpIpETalNs PeaTu3yeMOCTH YIPO3bL:

ecim 0 <Y £0,3, To BO3MOXKHOCTE PEAIM3alliy YIPO3bl IPU3HACTCA HU3KOI;
ecri 0,3 <Y £0,6 , ToO BO3MOXHOCTE pealH3allHi YTpO3bl IPH3HAECTCA CPEIHEH;
ecin 0,6 <Y £0,8 , ToO BO3MOKHOCTD pealld3alliy YIPO3bI IPH3HAETCH BBICOKOH;
ecmu Y > 0,8 , TO BO3MOXHOCTE peayIM3alliy yTPO3El IPH3HACTCA 0YE€HE BEICOKOM.

Tabnuya 2 — I[Ipasuna omuecenus yeposul 6esonachocmu I1[{n k akmyaneHoi

Bo3mMoxHOCTB Iloxa3saTe/ib 0IACHOCTH YIPO3bI
peaaH3anuH Huszkas Cpennss Bricokas
yIpo3bl
Huskas HeaKTyalbHas HeaKTyalbHas aKTyaJIbHas
Cpenssist HeaKTyalbHas aKTyaJbHas aKTyaJbHas
Bricokas aKTyaIbHas aKTyaIbHas aKTyaJlbHasd
OueHb BEICOKAS aKTyanbHas aKTyaJbHas aKTyagpHas

3.2. KpuTepuH OLicHUBAHUA 3alaHHsA Ha NOCTPOeHHE MOJeJ1H YyTpo3

OmeHKa 33 BEITIONHEHHE (MaKCHMATBHEIH 6ar 35)
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3.3. 3asaHvie BapuaTUBHOM YacTH ¢ IpUMEHEeHHEeM 3HAHUWi, YMeHU# B 06/1acTH
HHPOPMALHOHHO-KOMMYHH KA MOHHBIX TeXHO/JI0THHA

Jlano: aBe BupTyanbHble MamuHbl noj ynpasienueMm OC Linux (Debian 8), o6zenuneHHEIE B
JIOKaJIBHOM CeTH W KoH(pHTyparuorHsle dainsl. (D:\temp))

Perxomenoayuu x gbinonneruio 3a0a4u.

1) s reHepanyy CepTHPHUKATOR U KITIOUYEH peKOMEHyeTCs HCIIONB30BaTh YTHIHTY
easy-rsa. Taxke BO3MOKHO HCIIOJIB30BAHUE YTUIIMTEI openssl

2) Juts KOMApOoBaHHUS (HaiIoB MEXITY BUPTyaJbHBIMUA MAIMHHAMHU HCIIOIB3YHTE 00IIyT0
nanky /mnt/hgfs/temp

3) st Gostee ynoGHOTO yIpaBICHHS U peaKTHPOBaHHA (aiinos Hemonb3yite Midnight
Commander (komanma mc)

JloruH szi
[MTapons 12345678
[Mapons mose30BaTens root - TaKOH ke

3amaua:
Yacre Ne 1
Pa3BepHyTh Ha OJJHOM W3 BUPTYaIbHBIX MammyuH cepsep OpenVPN:
o CreHepupoBaTh KIIOYH H cepTUdHUKaTh! (KopHeBoH# cepTuHKaT, cepTudHKaT
cepBepa M KIIMEHTCKHH cepTHdHKAT)
Co3/1aTh ¥ HacTpOUTh KOHGUTypauroHHbH (aiin OpenVPN
3amyctuth ciryx0y OpenVPN. BemonauTs koMaray netstat -tulpn u mpoBepHTs,
g0 ciayx6a Open VPN paboTaeT ¥ roToBa IPHHAMATh COEHHEHHS (B BBIBOJE
xomauze! ecth TekeT 0.0.0.0:1194 LISTENING)
o Bemomnuts komanay ifconfig, HaitTi HOBBIH ceTeBO# HHTEpdEiic (0OBMHO B
MMeHH cofiepsxuTes TeKeT tun mmm tap). Ero IP anpec - anpec Bamero OpenVPN
cepeepa
o HacrpouTs mpasa gocrymna K daiinam kirodei TakuM 06pa3oM, 9T00kI K HUM
HMeJI JIOCTYII TONBKO IOJIb30BaTeNb root

Yacre Ne 2
Ha BTOpOI# BHPTyaIbHOI MalliHe HACTPOUTSH IOAKII0YeHHE K cepBepy OpenVPN
o CKOIHpOBaTh HA BUPTYAIbHYIO MAIIAHY KIHEHTCKHE KIII0Y H CepTHQHKAT
o Co3nars u HacTpouTh KoHuryparonnsi daitn OpenVPN c IP anpecom
OpenVPN cepsepa
3anyctuts OpenVPN
IIposeputs coenuuenue ¢ OpenVPN cepsepoM ¢ IOMOIIBIO KOMaH/Ib! ping
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1 4YacT¥ ¢ IpUMeHeHueM 3HaHuM,

s

3.4. Kputepuu OneHMBAaHHA BAPHATHBHO

w

"KOMMYHHUKAHHOHHBIX TEXHOJIONHH

6Js1acTd MHPOPMALUOHHO

=

YMEHHH B O

CymmapHas
OIlEHKA B
Oamnax

O1ieHKa 3a BBINOJTHEHHE (MAaKCHMATLHBIN 6amt 35)

errrreq  — wodeadoo NJAURdO
0 OMHOHHI/O0D SOHIIISLD 4

errireg ¢ —edaadao NJAuedp
wodadire J1 9 NdAURdO
erped oronHonnedAiudHoN

EIHQAIOBH M OMHETE0N

oon ﬂ.u M.\ Lxﬂ-hh%”h(—..c‘ur\
H hOIIN 9MMJLHIHUIN AHHITEN
o1AHqureArdud eH [9HRgOdHLION))

€0I1reg

01 —ouapdorny HOE2LD WITHOH
EOIHEEOI ‘snje)s NJAUu2dQ
Q0IAIOS BOXALD BHIMALIRE

gorrireq ¢ — <red
orannoumed A1mHON 1I9H0d LB

(gorrireg ¢ - HWEMQUITIO
0 MIfM OHhHU1OBh I9HegodudoHaI0
HIrD2) dorlreq ()] — rexuduidan
M MhoIIn 19HegodudoHaI)

Kon

o

/11 | y4acTHHKa

N
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